ABSTRACT In this paper, we investigate the system performance of multihop energy harvesting (EH) wireless sensor networks (WSNs) with imperfect channel state information (CSI) using cooperative non-orthogonal multiple access (NOMA) and friendly jammers in the presence of multiple passive eavesdroppers (EAVs). Specifically, we propose a two-phase communication protocol consisting of EH and information transmission (IT). In the first phase, relays in all clusters harvest energy from power transfer station (PTS) signals. In the first time slot of the second phase, the gateway simultaneously broadcasts information and interference signals. In the subsequent time slots, a relay acting as a friendly jammer in each cluster uses the harvested energy to send an interference signal. Simultaneously, another EH relay applies the NOMA technique to transmit the information signal according to an optimal scheduling scheme based on the maximum signal-to-interference-plus-noise ratio (SINR) of a far user (MSm) and a near user (MSn). To ensure security performance, we propose an algorithm for determining the EH time constraint for a friendly jammer. Additionally, closed-form expressions for the outage probability and throughput of the considered system are derived. Accordingly, an optimal power allocation coefficient algorithm is proposed to achieve throughput fairness for pairs of users. The results of the mathematical analysis are verified by Monte Carlo simulations. Finally, the numerical results demonstrate that the MSn scheme is recommended for guaranteeing throughput fairness for pairs of users.
I. INTRODUCTION
Recently, energy harvesting (EH) in wireless sensor networks (WSNs) has attracted substantial research attention because EH technology not only prolongs the lifetime but also improves the system performance of resource-limited WSNs [1] - [5] . In particular, solar EH has been commonly used to extend the battery life of sensors [6] . However, WSNs operating on solar power suffer from energy deficiencies at night and during bad weather [7] . Therefore, as an alternative
The associate editor coordinating the review of this article and approving it for publication was Bora Onat. approach, radio frequency (RF) EH from TV broadcast airwaves, wireless local area networks, or mobile tower antennas is promising [8] , [9] .
For instance, J. C. Kwan et al. considered the case of multiple EH sensors placed on the body or in the body. These sensors can harvest energy from multiple RF sources to power devices for tracking a specific vital statistic, such as heart rate, blood pressure, and body temperature, and then send the sensed information to a handheld phone [9] . I. Flint et al. studied an ambient RF EH technique for providing a proactive energy supply to sensors by analyzing the performance of their battery using a stochastic geometry approach [10] .
More realistically, H. Nishimoto et al. investigated RF EH from surrounding environmental energy sources. They proposed a prototype for WSNs and deployed an adaptive duty cycle determination method. They concluded that this method can be effective for information transmission that does not require high power consumption. Therefore, RF EH can be applied to massive WSNs in the real world due to its availability and low cost [7] . However, in addition to the energy constraint, WSNs exhibit a characteristic broadcast nature of wireless communications; hence, the security issue in EH WSNs has received significant attention [11] - [14] .
For example, Y. Wang et al. studied the wireless-powered Internet of Things (IoT), in which one source and multiple relays have energy constraints and harvest energy from multiple power beacons (PBs) under overhearing by a passive eavesdropper (EAV). They proposed three relay selection schemes, i.e., random selection, source-based selection, and best PB. They then derived the exact closed-form expressions of the power outage probability, security outage probability, and secure energy efficiency to evaluate the security performance [13] . V. N. Vo et al. considered EH WSNs with multiple power transfer stations (PTSs), multiple sensors, a gateway, multiple EAVs, and a friendly jammer, where the friendly jammer was used to interfere with the EAVs. They then proposed an optimization scheme, i.e., best-node scheduling, to improve the security performance [14] .
In addition to the energy and security constraints, WSNs face computing capability and bandwidth limitations [15] - [17] . To overcome these limitations, non-orthogonal multiple access (NOMA) has been considered a promising technique for EH WSNs to improve the system performance [18] - [21] . For instance, A. Anwar et al. considered the download behavior of ubiquitous WSNs (UWSNs) using NOMA. They then compared the system performance between NOMA and the conventional orthogonal multiple access (OMA) scheme by investigating the outage probability. They concluded that the NOMA scheme outperforms the OMA scheme in terms of system performance [18] .
Nevertheless, the RF EH issue was not considered for WSNs in this work. Thus, D.-D. Tran et al. considered downlink cooperative multiple-input single-output (MISO) WSNs using NOMA. They proposed three schemes, i.e., sink node-high priority (SHS), sink node-relay (SRS), and sink node-low priority (SLS). The corresponding closed-form expressions of the outage probability of the selected sensors were derived to evaluate the system performance [20] . However, this work did not consider the large-scale WSNs in which the EH of sensors is insufficient for transmitting the information signal to the destination due to the long distance.
The multihop cooperative relay method has been proposed as a potential approach to improve the system performance of massive networks [22] - [24] because the transmitter consumes less energy for information transmission with the relays' help [25] . This approach is a sustainable solution for overcoming the energy limitation in practical massive EH WSNs.
Note that most of the above works have assumed that the channel state information (CSI) is perfect; however, this assumption is too idealistic and does not provide the exact performance of practical networks because of the existence of channel estimation errors [26] , [27] . In addition, the investigation of multihop RF EH WSNs with imperfect CSI using NOMA is particularly important because the encoding and decoding of NOMA are highly dependent on the CSI quality.
To the best of our knowledge, no previous works have studied multihop RF EH WSNs using cooperative NOMA and friendly jammers with imperfect CSI. Therefore, in this paper, we investigate a system model that consists of a gateway, multiple PTSs, multiple relay clusters, and multiple users under multiple EAVs. In this model, imperfect CSIs of the gateway and sensors are investigated. Our main contributions are as follows:
• We propose a communication protocol for multihop EH WSNs using cooperative NOMA and friendly jammers with imperfect CSI.
• We propose two optimal relay selection schemes, i.e., MSm and MSn, to improve the system performance.
• We propose an algorithm for detemining an EH time constraint for a friendly jammer to maintain the system security.
• We derive closed-form expressions for the outage probability and throughput to evaluate the system performance.
• We propose an optimal power allocation coefficient algorithm to guarantee throughput fairness. The remainder of this paper is structured as follows. In Section II, several recent related works are summarized. In Section III, the system model and communication protocol for the multihop EH WSN using NOMA and friendly jammers are introduced. The EH time constraint for a friendly jammer to maintain the security of the system in the presence of an EAV is presented in Section IV. In Section V, closedform expressions of the outage probability and throughput are obtained. In Section VI, numerical examples and discussions are provided. Finally, conclusions are presented in Section VII.
II. RELATED WORK
In this section, we briefly present the previous related works that studied the EH and NOMA techniques with imperfect CSI in multihop wireless networks.
For the NOMA technique with imperfect CSI, Z. Yang et al. considered a downlink single-cell NOMA network with uniformly deployed users to evaluate the system performance. They studied two partial CSI schemes based on imperfect CSI and second-order statistics. Approximate expressions for the outage probability and average sum rate for the two schemes were derived. They concluded that NOMA can obtain better performance compared to conventional OMA [28] .
W. Cai et al. studied the power allocation issue for the downlink NOMA system with imperfect CSI by deriving closed-form expressions for the outage probabilities. They then determined the upper bounds on the outage probabilities to propose a power allocation scheme for improving the system performance [29] . M. Zamani et al. investigated the NOMA system with imperfect CSI at the transmitter (CSIT) and a user quality of service constraint. Based on the results, they proposed an optimal user power allocation solution to maximize the energy efficiency. Finally, they demonstrated that NOMA outperforms OMA in terms of system performance, with low rate requirement and CSIT error [30] .
To improve the system throughput, X. Liang et al. studied cooperative NOMA networks with imperfect CSI, in which the strong user served as a decode-and-forward (DF) relay to help the weak user. They derived a closed-form expression to evaluate the system performance in terms of the outage probability. In addition to the system performance improvement, they concluded that a performance bottleneck exists if the channel estimation error has constant variance. In contrast, when the error variance corresponds to the received signalto-noise ratio (SNR), no such performance bottleneck occurs for the outage probability [31] .
Q. N. Le et al. investigated a system with a source, a destination, and multiple relays. They analyzed the impact of the distributed switch and stay combining (DSSC) technique and imperfect CSI on the performance of the considered system by evaluating the outage probability. They demonstrated that imperfect CSI has a negative impact on the system performance. In addition, their proposed protocol, i.e., DSSC-full-duplex selection relaying, outperformed the DSSC-half-duplex selection relaying and full-duplex/ half-duplex dual-hop relaying protocols in terms of system performance [32] .
Nevertheless, the EH technique was not investigated in these works to improve the system performance of massive user networks. To improve the outage probability, T. L. Nguyen et al. considered a cooperative EH NOMA protocol in which an intermediate relay can harvest energy from the base station to send the signal to pairs of users under NOMA. Here, they evaluated the effect of imperfect CSI on the system performance by deriving a closed-form expression of the outage probability. Finally, they concluded that the outage performance of users is improved as the number of receive antennas at the relay increases [33] .
However, this work did not consider the impact of EAV and multihop communications on system performance. T. T. Phu et al. studied networks consisting of multihop relays under the influence of an active eavesdropper. They investigated the case of imperfect eavesdropping CSI and the NOMA technique. The outage probability and throughput for the data transmission were derived. Moreover, the intercept probability at the EAV was derived to evaluate the probability of information leakage [34] . Nevertheless, this work did not propose a solution for achieving security of the system under overhearing by an EAV. Therefore, in contrast to recent studies, the present research investigates the system performance of a multihop EH WSN that consists of a multiantenna gateway and multiple PTSs, relay clusters, and users under the monitoring of multiple EAVs.
III. SYSTEM MODEL
In this section, we introduce the system model, channel assumptions, communication protocol, and scheduling schemes.
A. SYSTEM MODEL AND CHANNEL ASSUMPTIONS
We consider the system model shown in Fig. 1 . The network consists of a gateway that acts as a central controller, multiple relay clusters, and multiple users subject to a wiretapping attack by multiple EAVs. Here, we investigate the case in which the user cluster is located too far from the gateway for the gateway to send information to users in a single hop. Hence, sensors can form multiple relay clusters based on distance to collect information from the gateway [35] - [37] and then use the DF technique to send the collected information to the destination sensor cluster, called the user cluster. The gateway is equipped with multiple transmit antennas, and the sensors are equipped with a single antenna due to their size and capability limitations.
Adopting the assumptions in [38] - [41] , we assume that the eavesdropping adversaries can obtain the information transmitted from the gateway to relays and from relays to users. To protect the security of the considered system, an antenna at the gateway and a relay are selected to send an interference signal to the EAVs. Without loss of generality, all clusters are assumed to be mutually independent [12] . The main notations are provided in Table 1 .
Here, we assume that the channels in each block of time (from gateway to relays, from relays to users, from gateway to EAVs, and from relays to EAVs) are independent and modeled as block flat Rayleigh fading channels, i.e., the channel gains are random variables (RVs) distributed according to an exponential distribution [40] , [42] . Accordingly, the probability density function (PDF) and cumulative distribution function (CDF) are, respectively,
where
} is an exponential RV with mean value X = E[X ], and E[·] is the expectation operator. The mean channel power gain can be modeled as follows [23] , [43] , [44] :
where d X is the distance corresponding to X and ϕ (2 ≤ ϕ ≤ 6) is the path-loss exponent.
B. COMMUNICATION PROTOCOL
For communication in each time block T , the time switching architecture shown in Fig. 2 is applied [45] , [46] . Here, we assume that the channel is subject to Rayleigh block fading, i.e., it is constant over time block T and is independent and identically distributed from one time block to the next [47] , [48] . The communication protocol is divided into two phases in transmission time block T , i.e., an energy harvesting (EH) phase and an information transmission (IT) phase, as follows:
• In the EH phase, all relays simultaneously harvest energy from M PTSs in a time slot, i.e., the EH of the i -th relay in the -th relay cluster is as follows:
where τ and η are the time switching ratio for the -th relay cluster and the energy conversion efficiency of R ,i , respectively. Here, the τ and η of all nodes are constant because all communications are similarly structured, i.e., τ = τ and η = η (0 < τ < 1 and 0 < η < 1). The PTSs have the same structure; thus, they radiate with the same transmit power, i.e., P j = P [22] , [23] . In addition, following [3] , [49] , [50] , fixedgain EH is applied at the relays, i.e., |g j,i | 2 =
E g j,i
2 ; hence, the EH at R ,i is rewritten as
• In the IT phase, there are L + 1 time slots for signal transmission from a gateway to the users. First, the gateway simultaneously broadcasts a superimposed mixture signal, i.e., x G = √ α m x m + √ α n x n , and an interference signal, i.e., x J , to the first relay cluster and EAVs in the first time slot of IT phase. Specifically, x m and x n are designed signals having unit power, i.e., E [x m ] = E [x n ] = 1, and they are expected to deliver to the VOLUME 7, 2019 m-th user (U m ) and the n-th user (U n ), respectively. Note that U m is the far user and U n is the near user; and α m and α n are the power allocation coefficients and must satisfy the conditions α m ≥ α n and α m + α n = 1 [20] , [51] , [52] . Here, we apply fixed power allocation (FPA) to forward the signals from gateway to relay, relay to relay, and relay to user [53] , [54] , i.e., the power allocation coefficients at the gateway are the same as those at relays. Note that the gateway applies the transmit antenna selection (TAS) jamming protocol described in [55] , in which the gateway selects one antenna (from H antennas) to send the jamming signal and another antenna (from the remaining H − 1 antennas) to transmit the information signal (see subsection C). In the next time slot, while the selected relay of the -th relay cluster sends information to the next hop, the friendly jammer of the -th relay cluster sends the interference signal to protect against the EAVs. The relays use the energy harvested in the first phase to send information to the next hop in the time window
. Accordingly, the average transmit power of R ,i can be expressed as
Similar to (6), the average transmit power of J is obtained as
Here, imperfect CSI for the communication links, i.e., gateway-to-relay, relay-to-relay, relay-to-user, relay-to-EAV, and jammer-to-EAV, is considered [24] , [27] , [29] ; thus, we have
where e i −1 ,i , e µ , e i W −1 ,κ , e −1,κ , and e i J −1 ,i denote the channel estimation errors. Note that the estimated channel coefficients are independent of the channel estimation errors [24] , [27] , [29] and the channel estimation errors follow a Gaussian distribution [31] , [33] , [56] . Therefore, in the first time slot, the signal received at the i 1 -th relay in the first relay cluster can be written as
where n i 1 ∼ CN (0, N 0 ), N 0 is additive white Gaussian noise, P G is the transmit power of the gateway, and ζ is the power allocation coefficient between signal transmission and jamming (0 < ζ < 1). In the -th time slot, the signal received at the i -th relay in the -th relay cluster can be written as
and P J −1 are the transmit power of R −1,i −1 and J −1 , respectively, with > 1. At the selected relay of the -th relay cluster (i.e., R ,i ), the relay first decodes the message of the far user (i.e., x m ) by treating the message of the near user (i.e., x n ) as noise (because the power allocation coefficient of the far user is higher than that of the near user). This relay then cancels message x m using successive interference cancellation (SIC) to obtain message x n [52] . After successfully decoding the superimposed message, R ,i re-encodes the messages (i.e., x m and x n ) and applies DF to forward the results to the ( + 1)-th relay cluster by applying NOMA [22] . Moreover, the sensors and the friendly jammers cooperate to cancel the jamming signal at the sensors by generating and indexing the same set of pseudorandom jamming signals for synchronization at both the legal receiver and the friendly jammer [57] . Thus, the instantaneous signal-to-interference-plus-noise ratios (SINRs) at R ,i for decoding x m and x n are given by [31] 
where P R i 0 = ζ P G . In the last time slot, i.e., the (L+1)-th time slot, two users U m and U n are paired for performing NOMA. Hence, the signal received at the µ-th user can be written as
where n µ ∼ CN (0, N 0 ). Here, U m directly decodes its own message by treating U n 's message as noise. Meanwhile, U n performs SIC to decode its own message. Accordingly, the SINRs at the m-th user and the n-th user can be expressed as follows [31] :
Furthermore, the end-to-end SINRs at U m and U n are obtained as
Because of the broadcast nature of wireless channels, EAVs can steal the signal from R ,i and receive the jamming signal from the friendly jammer. Hence, the signal received by E κ in the first time slot is as follows:
where n E κ ∼ CN (0, N 0 ). The signals received by E κ in the -th and last time slots can be expressed as follows:
Note that we adopt the assumption in [14] , [40] , i.e., the transmit power for sending information is the same as that for interfering with the EAV. Furthermore, we assume the worst case, in which the EAVs can apply parallel interference cancellation (PIC) and use the multiuser detection ability to distinguish the superimposed mixture [52] , [58] . Thus, the instantaneous SINRs at the κ-th EAV of R −1,i −1 for decoding x m and x n under the obstruction of friendly jammer J −1 in the -th time slot of the IT phase are given by (25) and (26), as shown at the bottom of this page, where (25) and (26) , the instantaneous SINRs at the κ-th EAV of R L,i L for decoding x m and x n under the obstruction of friendly jammer J L in the (L + 1)-th time slot of the IT phase are given by
C. SCHEDULING SCHEME In this subsection, two optimal relay selection schemes are investigated. To improve the outage probability of the link from the gateway to the first relay cluster, the transmit antenna of the gateway and the relay for the first hop are selected as follows:
where the factor of −1 indicates that one antenna of the gateway or one relay in the relay cluster is used as a friendly jammer. Here, the gateway randomly selects one antenna (from H antennas) to send the jamming signal and selects the antenna with the best channel gain from among the remaining H − 1 antennas for transmission [20] , [55] , [56] , [59] . After the selected first-hop relay receives and decodes the received signal, a relay in the next relay cluster is selected to forward the signal such that the following equation is satisfied:
Similar to the MSm scheme, the selected transmit antenna of the gateway and the selected first-hop relay are given by
After the first transmission, a relay in the next relay cluster is selected as follows:
IV. EH TIME CONSTRAINT OF A FRIENDLY JAMMER IN THE PRESENCE OF EAVs
EAVs can intercept the confidential signals transmitted between the gateway and sensors and among users. Information is considered to be leaked if the link from G→R, R→R, or R→U suffers a wiretap event. Thus, the friendly jammers should control their EH from PTSs to send an interference signal to EAVs such that these EAVs cannot correctly decode the confidential signals. This requirement can be interpreted as the eavesdropping probabilities [60] - [62] of the E κ for decoding x m and x n being below a given eavesdropping constraint ( ) as follows:
where Pr{·} is a probability function. γ m e and γ n e are the eavesdropping information thresholds. C m κ and C n κ denote the channel capacities of the wiretap links for decoding x m and x n , which are defined as
where B is the bandwidth, the factor 1/(L + 1) indicates that the IT phase is split into (L + 1) orthogonal time slots, and the end-to-end SINRs of E κ for decoding x m and x n are
The eavesdropping probabilities for decoding x µ are given by the following theorem.
Theorem 1: The eavesdropping probability of an EAV for decoding x µ is
where ω 
Proof: The proof is given in Appendix A. By substituting (39) into (33) and (34), the constraints ensuring that the EAVs cannot correctly decode the confidential signals can be rewritten as follows:
Let τ * m and τ * n be the constraint objective function values to solve problems (45) and (46) . A high-security system has a low , i.e., the EH time for friendly jammers is long; hence, the throughput decreases because the IT time is insufficient. In contrast, for a high , the security performance is low, but the throughput is high. Thus, a tradeoff exists between the security and throughput of the system. The algorithm for determining the EH time constraint such that the eavesdropping probabilities of the E κ for decoding x m and x n being below a given eavesdropping constraint is presented in Algorithm 1 as follows: First, replace τ * m and τ * n in (45) and (46) until these equations are satisfied. 
end if 18: until Convergence (O n E < ); 19: return τ * = max τ * m , τ * n ; 20: end procedure Then, τ * = max τ * m , τ * n is the constraint EH time that can guarantee that the considered system is secure.
V. PERFORMANCE ANALYSIS
In this section, the outage probability and the throughput of users will be analyzed over Rayleigh fading channels [40] .
A. OUTAGE PROBABILITY Following [22] , [24] , the outage probability for decoding x m and x n of the EH multihop cluster-based WSNs is defined as the channel capacity probability of the transmission links for decoding x m and x n being lower than predefined thresholds, γ m th and γ n th , respectively, i.e.,
MSn , and the channel capacities of the main link for decoding x m and x n , i.e., C m ∈ C m MSm , C m MSn and C n ∈ C n MSm , C n MSn , are defined as
The outage probabilities of U m and U n for the MSm scheme and the MSn scheme are given by the following two theorems.
Theorem 2: For the MSm scheme, the outage probabilities for decoding x n are expressed as
where ω m th = 2 
Proof: The proof is given in Appendix B.
Theorem 3: Similar to the MSm approach, the outage probabilities of the considered system for decoding x m and x n in the MSn scheme are derived as follows:
where n 1 , n 1 , and n 3 are defined as
B. ASYMPTOTIC OUTAGE PROBABILITY ANALYSIS
In this subsection, because of the significant influence of the transmit power of the PTSs on the energy harvested at the relay clusters, the asymptotic expressions for the outage probabilities in the MSm and MSn schemes are derived and analyzed by evaluating the impact of a high SNR on the outage performance of multicluster transmissions [3] , [22] , [40] , [63] .
1) DERIVATION FOR THE MSm SCHEME
The asymptotic outage probabilities for decoding x m and x n in the MSm scheme when the average SNR of the gateway and PTSs increases to infinity, i.e., ρ R i −1 → ∞, are obtained as follows: 
Asym,m 2
Asym,m 3
2) DERIVATION FOR THE MSn SCHEME Similar to (61) and (62), the asymptotic outage probabilities for decoding x m and x n in the MSn scheme are obtained as follows:
O Asym,n MSn
, and Asym,n 3 are defined as
C. THROUGHPUT FAIRNESS FOR PAIRS OF USERS
The outage probability is the key metric used for evaluating the reliability of multihop EH WSNs. However, the throughput fairness for the m-th and n-th users is still needed to characterize the overall efficiency of the considered system in achieving reliable transmissions. For example, pairs of users monitor the same event to maintain some level of quality of service (e.g., weather, animals, and forest fires) [64] , [65] . When each user is assigned the same bandwidth, the control messages from the gateway need to be processed in the same specific time period at both users, i.e., targeted fairness is achieved. However, when the quality of U m 's link is worse than that of U n 's link, processing of the control messages takes longer for U m than for U n , which means that U m and U n do not obtain fair access as a result [66] , [67] . Thus, we propose a fairness condition based on the stipulation that the throughput is the same for both users, i.e.,
where m and n are the throughputs at the m-th user and the n-th user, respectively, as follows [63] , [68] : Here, to determine the optimal power allocation of the m-th user and the n-th user, i.e., α * m and α * n , to solve problem (71), Algorithm 2 is proposed as follows: First, update m and n with respect to α n until (71) is satisfied, stop the aforementioned iteration process, and then, return α * n and α * m = 1 − α * n . Increase α n ; 7:
Algorithm 2
end if 10: until Convergence (δ = 0); 11: return α * n and α * m = 1 − α * n ; 12: end procedure
VI. NUMERICAL RESULTS
In this section, we provide numerical results for evaluating the system performance of a multihop EH WSN. In particular, we investigate the impacts of the EH time, the number of sensors, the number of clusters, the number of EAVs, the predefined thresholds, and the average transmit SNR on the outage probability and throughput of the pairs of users.
Unless otherwise stated, we investigate the considered system in a square of unit area. The coordinates of the gateway and of the µ-th user are G (0, 0) and U µ a µ , b µ , respectively. The selected relay and friendly jammer of the -th cluster, as well as the passive EAV, are collocated at
where the coordinates of A and B are A (a 1 , b 1 ) and B (a 2 , b 2 ) , and A, B ∈ G, U µ , R ,i , J , E κ [22] , [69] . The path-loss exponent of the considered system placed in free space is equal to 2 [44] .
The following system parameters are used for both the analysis and simulation [22] , [23] , [27] : average main channel power gain of the PTSs for R ,i and J , From Fig. 3 to Fig. 15 , the analysis curves (shown by solid, dash, dot, and dash dot dot lines) and simulation curves (shown by stars, circle, and square markers) clearly match. This result shows the correctness of our analysis. FIGURE 3. The effects of the EH time fraction and predefined thresholds for EAV security on the eavesdropping probability, with ρ G = 12.5 (dB), ρ = 10 (dB), α m = 0.6, α n = 0.4, K = 2, L = 4, I = 6, and η = 0.7. Fig. 3 illustrates the effects of the fraction of the EH time of sensors, i.e., τ , and the target security rates, i.e., γ m e and γ n e , on the eavesdropping probability for decoding x m and x n . The following observations can be made:
• The eavesdropping probability decreases as τ increases. This result can be explained by the fact that when τ increases, the transmit power of the friendly jammer increases, leading to a reduction in the eavesdropping probability.
• We set the eavesdropping constraint = 0.01 (i.e., the possibility of information leakage is 1%) to guarantee the expected security. To satisfy conditions (33) and (34) to maintain the security of the system, the optimal EH time for a friendly jammer is found by using Algorithm 1. Under the assumption that ρ G = 12.5 (dB) and ρ = 10 (dB), we have τ * = 0.625, τ * = 0.512, and τ * = 0.382 for γ m e = 0.3 (bits/s/Hz) and γ n e = 0.4 (bits/s/Hz), for γ m e = 0.4 (bits/s/Hz) and γ n e = 0.5 (bits/s/Hz), and for γ m e = 0.5 (bits/s/Hz) VOLUME 7, 2019 and γ n e = 0.6 (bits/s/Hz), respectively. These optimal EH times can protect the considered system to avoid overhearing by EAVs.
Figs. 4 and 5 show how the system performance is affected by the EH time and the number of relay clusters in the MSm and MSn schemes, respectively. We can make the following observations:
• The outage performance of U m is better than that of U n for both schemes. Moreover, the gap between the outage probabilities of U m and U n when using the MSn scheme is smaller than that when using the MSm scheme. This result can be explained by considering that the MSm scheme selects the relay for sending the information signal based on the maximum SINR of U m and that the power allocation coefficient for transmitting x m is high; in contrast, the selected relay in the MSn scheme is chosen based on the maximum SINR of U n , while the power allocation coefficient for transmitting x n is low.
• The outage probabilities of U m and U n in both schemes tend to be lower in the small τ area but significantly increase for larger τ . This result occurs because when τ increases, the transmit power of the relays is higher; thus, the decoding probability of users will increase, i.e., the outage probability decreases. However, when τ is large, the channel capacity will be inadequate (based on (49) and (50)); hence, the power harvested by selected relays for information transmission will be wasted, leading to the outage probability of users increasing.
• In contrast to the eavesdropping probability, the communication performance of both users is good for low EH time. This result corresponds to the tradeoff between communication performance and security performance. 
FIGURE 9.
The effects of the distance from the last selected relay to U n and the predefined thresholds for U m and U n on the outage probability of U n in the MSm and MSn schemes with ρ G = 12.5 (dB), ρ = 10 (dB), α m = 0.6, α n = 0.4, K = 2, L = 4, I = 6, H = 5, τ = 0.41, and η = 0.7.
• The outage probability can be further improved by decreasing L. This result occurs because when the number of relay clusters is large, the distance from the gateway to the user is far, i.e., the path loss essentially increases. Figs. 6 and 7 show the effects of the EH time and the estimation error variance on the outage probability. We can make the following observations:
• Similar to the explanations for Figs. 4 and 5, the outage probabilities of U m and U n in the MSm and MSn schemes decrease with decreasing EH time fraction but significantly increase when τ reaches intermediate values.
• The outage probabilities of U m and U n in both the MSm and MSn schemes increase as the estimation error variance increases. This result can be attributed to the fact that when the channel estimation error is low, the interference signal on the main channel is high (based on Eqs. (8), (9), (10), (11), and (12)).
Figs. 8 and 9 depict the effects of the distance between the last selected relay and users, i.e., d m and d n , on the outage probability for the MSm and MSn schemes. We can make the following observations:
• The outage probability increases with increasing d m and d n . The outage probability approaches 1 when d m and d n are sufficiently large. For the considered system parameters, this phenomenon occurs when d m = 4 and d n = 2.5 because the channel capacity is also a function of the path-loss exponent; i.e., when the relay moves farther from users, the path-loss attenuation increases. This phenomenon leads to the considered system experiencing an outage when the user is located far from the selected relay. • The outage performance decreases as the predefined thresholds for U m and U n increase. This result occurs because a higher predefined threshold leads to a higher probability of successful transmission to users, i.e., the outage probability is lower.
• The outage probability of U m in the MSm scheme outperforms that in the MSn scheme, while the outage probability of U n in the MSn scheme is better than that in the MSm scheme. This result occurs because the relay in the MSm scheme is chosen based on the maximum SINR of U m and that in the MSn scheme is chosen based on the maximum SINR of U n . In Figs. 10 and 11 , we investigate the impact of the number of sensors on the outage probabilities of the MSm and MSn schemes with different values of the predefined thresholds. We can make the following observations:
• In Fig. 10 , when the number of sensors increases, the outage probability of U m for the MSm scheme, i.e., O m MSm , decreases, whereas the outage probability of U m for the MSn scheme, i.e., O m MSn , is the same for all I s. This result occurs because in the MSm scheme, the relay that transmits the signal is chosen based on the maximum SINR for decoding x m , and higher performance is achieved in the case of a higher I because the diversity gain increases at the relay clusters (based on Eqs. (29) and (30)).
• In contrast to Fig. 10, Fig. 11 indicates that O n MSn decreases with increasing number of sensors, whereas O n MSm is the same for all I . The reason for this result is that in the MSn scheme, the relay that transmits the signal is chosen based on the maximum SINR for decoding x n (based on Eqs. (31) and (32)). Figs. 12 and 13 plot the outage probabilities of the MSm and MSn schemes as a function of the transmit SNR ρ for different values of the predefined thresholds. We can make the following observations:
• When the transmit SNR ρ increases, the outage probabilities of U m and U n for the MSm and MSn schemes decrease, i.e., increasing ρ can improve the system performance. This result occurs because a higher ρ means that more energy is harvested at the relays for information transmission.
• The asymptote in the figures is clearly very close to the analysis result, and the outage probability gradually tends to a nonzero constant (performance floor) as ρ increases to infinity. This result means that the outage probability is not affected by other parameters in the high SNR regime. Figs. 14 and 15 reveal that the selected relays play an important role in the throughput performance. To obtain further insights into the impact of the relay selection strategy on the outage probability, we vary the power allocation of U n from 0.1 to 0.5. We can make the following observations:
• As the power allocation of U n , i.e., α n , increases, the throughput of U m decreases, while the throughput of U n increases. This phenomenon can be explained as a higher transmit power leading to higher throughput and vice versa.
• Similar to the explanation for Figs. 4 and 5, the gap between the throughputs of U m and U n in the MSn scheme is smaller than that in the MSm scheme. Fig. 15 shows that cutoff points of m MSn and n MSn exist, which means that an optimal power allocation for efficient transmit power that can achieve throughput fairness exists in the MSn scheme, and this optimal point is found by using Algorithm 2.
• We can conclude that the considered system can achieve throughput fairness for the pairs of users using NOMA with the MSn scheme.
VII. CONCLUSION
In this paper, multihop EH WSNs using NOMA in the presence of passive EAV attacks are studied. A communication protocol for the considered system is proposed, in which friendly jammers are used to obstruct EAVs, while the relays at multiple hops in an EH WSN use NOMA to transmit information signals to users. On this basis, an algorithm for determining the optimal EH time of a friendly jammer to achieve security is proposed. To improve the system performance, we propose two relay selection schemes: MSm and MSn. Accordingly, a performance analysis in terms of the outage probability and throughput for a pair of users is conducted. An optimal power allocation algorithm for achieving throughput fairness for pairs of users is proposed. We confirm the correctness of our analysis via Monte Carlo simulations. The numerical results indicate that the EH time of the relays and the friendly jammer is subject to a tradeoff between system security and system performance and that the MSn scheme should be selected to guarantee throughput fairness for pairs of users. As part of our future work, we are currently evaluating the effect of an optimal cooperative relay selection strategy in this model for comparison with the MSm and MSn schemes with imperfect SIC. Moreover, we are considering a system with mobile chargers in quarry or mining areas as an example of a practical implementation of dynamic power allocation NOMA. In addition, we will present data on how the algorithm will work in a few practical scenarios similar to real-world scenarios.
APPENDIX A PROOF OF THEOREM 1
From (33), (35) , and the definition of conditional probability, the eavesdropping probability of E k for decoding x µ can be rewritten as follows:
By substituting (25) into (74), we obtain the eavesdropping probability of E κ for decoding x µ as given in (75), as shown at the top of the next page, where ρ J −1 = P J −1 /N 0 . After some mathematical manipulations, by using [70, (3.310) ], the probability 1 is obtained as follows: In a multihop WSN with multiple EAVs, the confidential information x µ is leaked when an EAV can steal the message, i.e., the eavesdropping probability of an EAV for decoding x µ is given as follows: 
By substituting (78) into (79), the eavesdropping probability of an EAV for decoding x µ is obtained. Thus, the proof is complete.
APPENDIX B PROOF OF THEOREM 3
Substituting ( According to the definition of conditional probability, the outage probability for decoding x m can be rewritten as 
By performing some algebraic manipulations and using [70, (3.310) ], the function m 1 is obtained as given in (53) . Similarly, we have m 2 and m 3 as shown in (54) and (55) . By substituting (53) , (54) , and (55) into (81), the outage probability for decoding x m in the MSm scheme is obtained.
Next, the outage probability analysis for decoding x n in the MSm scheme can be presented as follows:
where the channel that transmits the superimposed mixture is chosen following (29) and (30) 
Similar to (53) , the probability is derived as given in (52) . Thus, the proof is complete.
